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Deployment Schedule
●January 2008 – start 
●March 2008 – design ready
●March-April 2008 – community comment period
●April 2008 – signed 0.2.4.e164.arpa.
●August-September 2008 – registrars testing
●September 2008 – signed .cz
●September 30, 2008 – production launch   
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DNSSEC solution (1/4)
●Significant registry modification to accept keys
●EPP extended for new primary object – KeySet

‒ Container for DNSKEY records
‒ Can be attached to domain

●Support sharing between domains
●Support multiple keys for easy key exchange
●Registration of KeySet is free
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DNSSEC solution (2/4)
●Zone generation

‒ Every 30 minutes
‒ DS records generated from DNSKEY (SHA-1)

●  DNSSEC keys
‒ Generated using dnssec-keygen
‒ ZSK (RSASHA1 - 1024 bits)
‒ KSK (RSASHA1 - 2048 bits)
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DNSSEC solution (3/4)
●Using Bind tool dnssec-signzone
● Increase in zone size, from 40MB to 180MB
●Transfering zone to 19 secondary locations

‒ Memory and bandwidth problems
‒ Solved with reusing signatures
‒ Own scripts based on ldns tools

● Initial tests of HSM machine failed
‒ Software bugs – working with ISC to resolve them
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DNSSEC solution (4/4)
●Currently 4 ways of publishing of our keys
●Public key available on our web pages
●Mailing list for notification of changes
●DLV registry of ISC
● ITAR solution from IANA
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Where are we now?
●6 month in production
●793 signed domains (0.14% of total 556 483)
●10 registrars (out of total 49)

‒ 6x 1-2 domains (just testing)
‒ 2x 10-20 domains
‒ 1x 83 domains (share 1 key)
‒ 1x 649 domains  (share 1 key)

●Several ISPs enabled validation
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Signed domains
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Evangelization
●Contacting important domain holders
●Success:

‒ Biggest online bookstore - kosmas.cz
‒ Popular IT news portals – lupa.cz, root.cz 

●Promising:
‒ eu2009.cz, one ministry, one bank

●Failure:
‒ google.cz   
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Education
●CZ.NIC Academy project (started in 2008)

‒ Training center for 20 people
●DNS and DNSSEC courses

‒ Association members (registrars, ISPs...)
‒ Governmental IT staff
‒ Now open to public

●DNSSEC homepage (www.dnssec.cz)
‒ DNSSEC setup wizard
‒ Simple check of local resolver
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Questions?


